Handbook of Research on

Trends and Issues in Crime
Prevention, Rehabilitation,
and Victim Support

, IGI Global#
Augusto Balloni and Raffaella Sette P e e




Handbook of Research

on Trends and Issues

in Crime Prevention,
Rehabilitation, and Victim
Support

Augusto Balloni
Italian Society of Victimology, Italy

Raffaella Sette
University of Bologna, Italy

A volume in the Advances in Criminology, IGI GlObal

Victimology, Serial Violence, and the Deep Web
(ACVSVDW) Book Series

DISSEMINATOR oF KNOWLEDGE



Published in the United States of America by
IGI Global
Information Science Reference (an imprint of IGI Global)
701 E. Chocolate Avenue
Hershey PA, USA 17033
Tel: 717-533-8845
Fax: 717-533-8661
E-mail: cust@igi-global.com
Web site: http://www.igi-global.com

Copyright © 2020 by IGI Global. All rights reserved. No part of this publication may be reproduced, stored or distributed in
any form or by any means, electronic or mechanical, including photocopying, without written permission from the publisher.
Product or company names used in this set are for identification purposes only. Inclusion of the names of the products or
companies does not indicate a claim of ownership by IGI Global of the trademark or registered trademark.

Library of Congress Cataloging-in-Publication Data

Names: Balloni, Augusto, editor. | Sette, Raffaella, editor.

Title: Handbook of research on trends and issues in crime prevention,
rehabilitation, and victim support / Augusto Balloni and Raffaella
Sette, editor.

Description: Hershey, PA : Information Science Reference, [2020] | Includes
bibliographical references and index. | Summary: “’This book explores
good practices and innovative experiences on crime prevention, victim
support, and rehabilitation”--Provided by publisher”-- Provided by
publisher.

Identifiers: LCCN 2019027756 (print) | LCCN 2019027757 (ebook) | ISBN
9781799812869 (hardcover) | ISBN 9781799812883 (ebook)

Subjects: LCSH: Crime prevention. | Victims of crimes. |
Criminals--Rehabilitation.

Classification: LCC HV7431 .T74 2020 (print) | LCC HV7431 (ebook) | DDC
364--dc23

LC record available at https://lccn.loc.gov/2019027756

LC ebook record available at https://lccn.loc.gov/2019027757

This book is published in the IGI Global book series Advances in Criminology, Victimology, Serial Violence, and the Deep
Web (ACVSVDW) (ISSN: pending; eISSN: pending)

British Cataloguing in Publication Data
A Cataloguing in Publication record for this book is available from the British Library.

All work contributed to this book is new, previously-unpublished material. The views expressed in this book are those of the

authors, but not necessarily of the publisher.

For electronic access to this publication, please contact: eresources @igi-global.com.



0®® Advances in Criminology,
ALY Victimology, Serial
00® ° Violence, and the Deep Web
0@ .'. . (ACVSVDW) Book Series

o® O
.. .... Mehdi Khosrow-Pour, D.B.A.
Information Resources Management Association, USA
ISSN:pending
MISSION EISSN:pending

From stealing identities, to domestic abuse, to serial murder, crime and victimization continue to re-
main an unfortunate staple of society. With the rapid expansion and availability of technology, as well
as the inability to effectively monitor and regulate such emerging tools as the deep web, criminals have
continually advanced and altered their methods to avoid detection and locate new victims. As officials
work to predict and prevent crimes, as well as apprehend offenders, they will need to devise new tools
and strategies to preserve the safety of society and ensure proper justice is served.

The Advances in Criminology, Victimology, Serial Violence, and the Deep Web (ACVSVDW)
Book Series explores emerging research behind crime motivation, new methods and the utilization of
technology for committing illegal acts, criminal justice and reform strategies, and the effects of crime
on society and its victims. The publications contained within this series are valuable resources for gov-
ernment officials, law enforcement officers, corrections officers, prison management, criminologists,
sociologists, psychologists, forensic scientists, computer engineers, security specialists, I'T consultants,
academicians, researchers, and students seeking current research on international crime.

COVERAGE

o Serial Murder

e Vigilante Justice

e Criminology

e Drug Trafficking

e Hacking

o Child Exploitation

e Gang Violence

o Criminal Rehabilitation
e Internet Safety

e Penal System

IGI Global is currently accepting manuscripts
for publication within this series. To submit a pro-
posal for a volume in this series, please contact our
Acquisition Editors at Acquisitions @igi-global.com
or visit: http://www.igi-global.com/publish/.

The Advances in Criminology, Victimology, Serial Violence, and the Deep Web (ACVSVDW) Book Series (ISSN pending) is published
by IGI Global, 701 E. Chocolate Avenue, Hershey, PA 17033-1240, USA, www.igi-global.com. This series is composed of titles available for
purchase individually; each title is edited to be contextually exclusive from any other title within the series. For pricing and ordering information
please visit http://www.igi-global.com/book-series/advances-criminology-victimology-serial-violence/212650. Postmaster: Send all address
changes to above address. Copyright © 2020 IGI Global. All rights, including translation in other languages reserved by the publisher. No part
of this series may be reproduced or used in any form or by any means — graphics, electronic, or mechanical, including photocopying, record-
ing, taping, or information and retrieval systems — without written permission from the publisher, except for non commercial, educational use,
including classroom teaching purposes. The views expressed in this series are those of the authors, but not necessarily of IGI Global.



Titles in this Series

For a list of additional titles in this series, please visit: https://www.igi-global.com/book-series/advances-criminology-victi-
mology-serial-violence/212650

Sexual Violence and Effective Redress for Victims in Post-Conflict Situations Emerging Research and Opportunities
Jean de Dieu Sikulibo (University of Lay Adventists of Kigali, Rwanda)
Information Science Reference o copyright 2019 e 328pp e H/C (ISBN: 9781522581949) e US $145.00 (our price)

Constructing an Ethical Hacking Knowledge Base for Threat Awareness and Prevention
Sunita Vikrant Dhavale (Defence Institute of Advanced Technology, India)
Information Science Reference o copyright 2019 e 281pp @ H/C (ISBN: 9781522576280) e US $220.00 (our price)

IGI Global
DISSEMINATOR oF KNOWLEDGE

701 East Chocolate Avenue, Hershey, PA 17033, USA
Tel: 717-533-8845 x100 o Fax: 717-533-8661
E-Mail: cust@igi-global.com e www.igi-global.com



Table of Contents

| &g (S 21 T XX

ACKNOWIEAGIMENL ........c..ooiiiiiiiiieiii ettt ettt e st e s bt e e ateesabeesnbeesnseeenseeenseennsaenns XXvi

Section 1
Criminology and Victimology From a Preventive Point of View

Chapter 1
Criminality: Theories, Prevention, and Life SPace...........ccocceeviriiriiiniiniiiiiicnceeceeeeeeee e 1
Augusto Balloni, Italian Society of Victimology, Italy

Chapter 2
The Evolution of Criminology and the Social Sharing of EMotion ..........cc.ccceceivienniniinicniciicneee. 15
Roberta Bisi, University of Bologna, Italy

Section 2
The Phenomenology of Some Crimes and of the Most Frequently Occurring
Victimization Processes

Chapter 3
Family Violence: NOt Only WOMEN.......ccc.eiiiiiiiiieiiieeieeeieeeiteeieeeiee et et esteesteesteesseessseeesnseesnseas 28
Raffaella Sette, University of Bologna, Italy

Chapter 4
PSychological VIOIEICE......c.coiuiiiiiiiiiiieitee ettt sttt st st sbeesbee b 42
Maria Gabriella Cairo, Italian Society of Victimology, Italy

Chapter 5

Applying Fault Trees to the Analysis at the Minimum Age for Sexual Consent in the Criminal

| D o) Y (S5 < 1o 60
Samuel Olmos, Universidad Autonoma del Estado de México, Mexico
José Julio Nares, Universidad Autonoma del Estado de México, Mexico

Chapter 6
The Impulsive Crime: Aspects of Psychopathology and Psychodiagnosis ..........cccccceevciieecirnceennnnnnne 79
Luca Cimino, University of Bologna, Italy



Chapter 7

Homophobic Conduct as Normative Masculinity Test: Victimization, Male Hierarchies, and

Heterosexualizing Violence in Hate CriMeS..........ccuverieeeieeriiieniiieeieeesteesteesseesaeeeseesseessnseessseesnnes 100
Cirus Rinaldi, University of Palermo, Italy

Chapter 8
Transnational Organized Crime: The Branching of Mafias Into the Global Era..........cc.cccocevienenne 124
Giovanna Palermo, Universita degli Studi della Campania Luigi Vanvitelli, Italy

Chapter 9
Stories of Pain and Hope: Victims of Mafias in Europe and Around the World ..........ccccocceevinnnnin. 144
Giulio Vasaturo, “Sapienza” University of Rome, Italy

Chapter 10
The Fight AainSt COITUPLION ......c.ueerevieeetieertieesieesteesteeeteesseessseeessseessseessseessseesseeessseessseessseessseesnses 167
Ranieri Razzante, University of Bologna, Italy

Chapter 11
SNA as an Integrative Framework: A Holistic Approach to the Study of Organized Crime ............. 187
Alice Airola, Simon Fraser University, Canada

Chapter 12
Systematic Violence of Organized Crime in México: Consequences for Personal Development in
YOULH’S INATTALIVE ..cnvviieeiiiieeeieee et ee e et e e eette e e ettee e eeiteeeeearaeeeeasseeeensaeeesasseeeassseeasssaaeeassseesasseeesssens 211
Reyna Faride Peria Castillo, Universidad Autonoma de Yucatdan, Mexico
Rocio Quintal Lopez, Universidad Auténoma de Yucatdn (UADY), Mexico
Javier Martin-Peiia, Universidad de Zaragoza, Spain

Chapter 13
Online Child Pornography: Conceptual Issues and Law Enforcement Challenges............ccccccueen..... 226
Giorgia Macilotti, IDETCOM, Université Toulouse 1 Capitole, France

Chapter 14
Crime and Victimization in Cyberspace: A Socio-Criminological Approach to Cybercrime ........... 248
Maurizio Tonellotto, University of Bologna, Italy

Chapter 15
Bullying, Cyberbullying, and Interventions in SChOOIS..........ccceviviriiiriiiniiiiece et 265
Elena Bianchini, University of Bologna, Italy

Chapter 16
Environmental and Corporate Crimes: The Case of Polluting Industries in France..........c...ccccc....... 283
Laurent Mucchielli, LAMES, CNRS, France & Aix-Marseille Université, France



Chapter 17
The Evolution of Terrorism TRreats ..........cocoiieiiiiiiiiiniiiieiteeneeeee et 297
Ranieri Razzante, University of Bologna, Italy

Section 3
Crime and Victimization Prevention and the Rehabilitation of Offenders

Chapter 18
Medical Liability Defined by GUIAEIINES.........ccceeeiiiiriiiiiieeeiie ettt e e enee s 312
Giovanna Fanci, University of Macerata, Italy

Chapter 19
Favoring Crime Desistance and Social (Re)Integration of Offenders Through Intersectoral
PartierSIIPS. ...ttt sttt sbe e b st e bt e bt e nas 330
Natacha Brunelle, Université du Québec a Trois-Riviéres, Canada
Julie Carpentier, Université du Québec a Trois-Riviéeres, Canada
Sylvie Hamel, Université du Québec a Trois-Riviéres, Canada
Isabelle F. Dufour, Université Laval, Canada
Jocelyn Gadbois, Université du Québec a Trois-Riviéres, Canada

Chapter 20
Role of Collective Approach in Offender Rehabilitation...........cccccocevvieniiniiniininninncneeeceee 348
Anjali Tiwari, Management Development Institute, Gurgaon, India

Chapter 21
Prison Treatment Programs From an International Perspective ............ccoeecveevciieniieeeiieeesiieenieeeeeeennes 359
Stefano Cesari, Italian Ministry of Justice, Italy

Chapter 22
Sex Offender Treatment Program in Prison and Rehabilitation ..........cc..cooceviiniiniininienencencenen. 375
Gilda Scardaccione, University G. d’Annunzio, Italy

Chapter 23
Religion, Rehabilitation, and Reintegration of Prison Inmates Into Mainstream Society.................. 398
Elijah Tukwariba Yin, University of Cape Coast, Ghana

Chapter 24
Criminological Treatment of AbUSING Partners..........cceeecvieeiieeiieeiie et eiee et eeee e seee s 415
Guido Travaini, University Vita e Salute San Raffale Milan, Italy
Palmina Caruso, University of Milan, Italy
Enrica Beringheli, University of Milan, Italy
Isabella Merzagora, University of Milan, Italy



Chapter 25

Victimology of Predatory Crimes and Prevention Techniques: Thefts and Robberies in the

Process of Building a Sense of INSECUTILY .......ccvieriiiriieriieeiieeiee ettt eeeeeeeereeennas 431
Daniele Veratti, Italian Society of Victimology, Italy

Chapter 26
Active Citizenship in Urban Security Policies: Is Neighborhood Watch a Solution? ........................ 447
Sofia Reatti, University of Bologna, Italy

Chapter 27

Community-Based Policing to Prevent and Combat Crime: Specific Perspectives and Strategic

SOIUtioNS 1N VIBINAML.....couuiiiiiiiriiiiieiiceteeteet ettt ettt st st s bt e st e sbe e saeesaeesbeesbeenbeenneen 463
Hai Thanh Luong, Royal Melbourne Institute of Technology (RMIT) University, Australia

Compilation of RefEIenCeS ..............ccoeoiiiiiiiiiiiiiieeeeeeee ettt s e s sseeseees 480

ADOUL the COMEITDULOLS .........oeeviiiiiiieee et e et e e e e e e et e e e e sssnaaeeeeeesens 545



226

Chapter 13
Online Child Pornography:

Conceptual Issues and Law
Enforcement Challenges

Giorgia Macilotti
IDETCOM, Université Toulouse 1 Capitole, France

ABSTRACT

This chapter presents some challenges faced by the police in identifying child pornography images.
In particular, three main problems will be discussed throughout this chapter. The first lies in deciding
whether an image is explicit enough to be considered pornographic. The second issue lies in determining
whether the victim is a child or someone who appears to be a child. A final challenge concerns how to
deal with sexually explicit images produced by someone who is a child themselves. It will be argued that
despite emerging investigative and forensic methods, the decision-making process engaged in by police
officers still presents some specific challenges. These aspects will be discussed through an analysis of
semi-structured interviews with 23 French police officers and forensic analysts working in departments
specialising in policing cybercrime and online child sexual abuse.

INTRODUCTION

Since the late 1990s, alongside utopian rhetoric about the opportunities new technologies would foster,
there has been growing concern about the Internet and child safety. Increased awareness of the child
pornography issue has been associated with a simultaneous recognition of the Internet as a medium for
the distribution of abusive materials and the facilitation of a number of sexual offences against children
(Taylor, Holland, & Quayle, 2001).

Although child pornography existed long before the emergence of information technology (Tate,
1990), there is a general consensus that its development has increased the availability of child sexual
abuse images (Taylor & Quayle, 2003; Wolak, Finkelhor, & Mitchell, 2011; Fortin & Corriveau, 2015).
The Internet and digital technologies have facilitated the production, distribution and possession of such
material, allowing offenders to operate across borders and to take advantage of the unique qualities of
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the online environment, namely anonymity, accessibility and affordability (Cooper, 1998). Simulta-
neously, information technology has provided a new space where offenders can communicate, share
criminal experiences and find justifications for their criminal behavior, as well as easily contact the
victims (Quayle & Taylor, 2002; Fortin & Corriveau, 2015; Macilotti, 2018b). As a result, online child
pornography has become a truly global problem and one of the most concerning forms of cybercrime
(Yar & Steinmetz, 2019).

Inresponse, in the late 1990s and early 2000s most Western countries introduced legislative measures
designed to protect children and young people from Internet abuse, primarily addressing the produc-
tion, exchange and possession of child pornography through the use of information and communication
technology. The main purpose of these measures is to combat those who promote child sexual abuse by
creating and disseminating child pornography, as well as those who contribute to child sexual exploitation
by collecting such material. To tackle online child sexual abuse and more generally cybercrime, many
governments have also formed specialized police units that investigate these offences through a broad
range of reactive and proactive methods. In addition, international and national efforts have been made
to increase the level of cooperation and coordination among police forces, as well as between public and
private sectors (Yar & Steinmetz, 2019). Yet despite the considerable resources committed to tackling
online child pornography, policing this crime can still encounter a number of problems.

This chapter aims to explore the challenges faced by the police in identifying child pornography im-
ages, as well as the way in which law enforcement personnel respond to the growing complexity of this
phenomenon. These aspects will be discussed through an analysis of semi-structured interviews with 23
French police officers and forensic analysts drawn from a doctoral study on online child pornography
(Macilotti, 2018b), and postdoctoral research on law enforcement’s response to cybercrime. On a na-
tional level, the interviews were conducted with police officers working in departments specializing in
policing cybercrime and online child sexual abuse (n=15)". On a local level, interviews were conducted
with law enforcement officers operating in cybercrime units or in forensic investigation divisions (n=8).

Three main dilemmas were underlined by the interviewees and will be discussed throughout this
chapter. The first lies in deciding whether an image is explicit enough to be considered pornographic. The
second issue lies in determining whether the victim is a child or someone who appears to be a child. A
final challenge concerns how to deal with sexually explicit images produced by someone who is a child
themselves. It will be argued that despite emerging investigative and forensic methods, the decision-
making process engaged in by police officers still presents some specific challenges.

LEGISLATIVE AND POLICING MEASURES TO
TACKLE ONLINE CHILD PORNOGRAPHY

Defining Child Pornography

Child pornography can be behaviorally defined as the sexually explicit reproduction of a child’s im-
age (Lanning, 2010, p. 80). It usually refers to visual depictions (e.g. photographs, videos, magazines)
showing a minor subjected to a broad range of abusive acts, including forced sexual poses, masturbation,
oral and penetrative sex. These types of representation involve a number of criminal behaviors ranging
from the production to the possession of this material, through its commercialization and distribution.
As such, children are victimized not only when the images and videos are produced, but also every time
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